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Chapter 1

APPLYING TOPIC MODELLING ON FORENSIC
DATA: A CASE STUDY

Alta de Waal, Jacobus P. Venter and Etienne Barnard

Abstract  Most actionable evidence for investigation purposes is identified during
the analysis phase of a digital investigation process. The objective of the
analysis phase (digital analysis) is to reduce the quantity and enhance
the intelligibility of data that must be reviewed by a human analyst.
Currently, this is done through expression based searching, which as-
sumes a good understanding of the evidence prior to the search. There-
fore, latent evidence will not be found with such methods. This suggests
a clear role for knowledge discovery and data mining (KDD) techniques
to enhance the digital analysis process. The research described in this
article investigates the application of topic modelling as a KDD tech-
nique on forensic data and its ability to contribute to digital analysis.
Topic models infer the underlying semantic context of a text collection
and summarises it as topics described by words. The data used for this
application was extracted from a real digital investigation case. This
novel application highlights several challenges that forensic data poses
to topic modelling algorithms and we report on lessons learned from the
case study.
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1. Introduction

The use and value of information obtained from digital sources in var-
ious investigations has been argued widely [1], [11]. This has lead to the
establishment of the term digital forensics and the growth of this area in
practical application and scientific research. The four major phases in
digital investigation are acquisition, examination, analysis and report-
ing [14]. It has been argued that support for the analysis phase (called
digital analysis from here on), where most of the actionable evidence is
being gathered, lacks sufficient definition and support in terms of prin-
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ciples, methods, tools, etc. [14], [17]. The use of knowledge discovery
and data mining (KDD) to enhance digital analysis has received some
recent attention [14], [17] and the use of KDD principles and tools in
digital investigations was defined as evidence mining in [17].

Textual artifacts are very important to many digital investigations [1],
[11] and include e-mails, reports, letters, notes, text messages, etc. -
collectively referred to as documents. In a typical forensic evidence set
thousands of documents are found. Herein lies one of the problems of
digital analysis. Of the thousands of documents in an evidence set only a
small proportion would be relevant and of the relevant documents only a
small proportion may contain actionable evidence. Processing the thou-
sands of text documents manually, in order to find the relevant evidence
is a difficult and time consuming task.

Digital analysis is mostly done through expression based searching. This
implies that a good understanding of the evidence that is looked for must
exist before a search can commence. Information retrieved is not ranked
(e.g. based on relevance to the case) in any manner. This situation
means that latent evidence will not be found (In this context we use
the phrase “latent evidence” to refer to evidence that exists but is not
directly accessible to the investigator). The latent evidence must first
become visible before it can be considered in the investigation. Evidence
mining aims to uncover, through the application of KDD principles and
techniques, electronic artifacts that can form part of the evidence set to
assist in the development of crime scenarios [17]. This includes known
and latent evidence.

A process to support evidence mining was defined in [17] as CRISP-EM
(a specialisation of the well-known CRISP-DM process [5]). The work
described in this article falls within the scope of the data-preparation
tasks of CRISP-EM (see Figure 1). The data preparation phase covers
all activities to construct a dataset to be used in the next phase to do
event reconstruction and modelling. The construction of this dataset is
obviously a challenging task and is a trade-off between choosing relevant
data and loosing vital information necessary for event reconstruction. A
summary of the data could be extremely helpful for the investigator in
order to facilitate better understanding of the data content and focusing
the data preparation task on relevant data.

Topic modelling as a latent variable analysis technique can assist in as-
sociating relevant documents by modelling the underlying (latent) topics
in the text collection. Additionally, it suggests prevalent themes within
the text which provides a summary of the document collection. As
a KDD technique, it has the potential to discover latent evidence of-
ten missed with expression-based searching. However, digital evidence
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Figure 1. The Main Phases of the CRISP-EM process.

is inhomogeneous in terms of format and content, which poses unique
challenges to KDD techniques. In the current research, we investigate
the matters that need to be addressed in order to apply topic modelling
to forensic data, and we study how useful such models are when applied
appropriately.

The article is organised as follows. In section 2 a brief overview of topic
modelling is given, along with an example. In section 3 topic modelling
is applied to forensic data obtained from a real case and the results are
presented. Section 4 addresses the important aspect of the interpretation
of the results and how it can assist the forensic investigator. Merging the
research fields of digital forensics and topic modelling is not a straight-
forward exercise and section 5 lists a number of valuable lessons learned
from this case study when applying topic modelling as a KDD technique
on forensic data. Future work is covered in section 6.

2. Topic Modelling

Today, large collections of digital data are widely available and con-
tinue to grow in size at an increasing pace. Trying to understand the
meaning of such data is a difficult task and in general the first option
is to perform keyword searches. The results of keyword searches do not
always describe the meaning of the data collection in a satisfactory way,
especially if the user has limited insight into the collection. A summary
of the data would be very useful and would ideally encapsulate the main
topics within the data [12]. One example of a data collection is a text
corpus where documents represent entities in the text corpus. Examples
include news articles, conference proceedings or minutes of meetings. In
the case of a text corpus of news articles, a summary of topics could
include politics, sport, finance, culture and local news.
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Figure 2. Word probability distributions over two topics (top-10 words)

When one thinks of a text corpus as a collection of documents, it makes
sense that each document has an underlying semantic context. This se-
mantic context develops as the document is generated and refers to the
intended meaning of the document. For example, a newspaper article
has the purpose of reporting on a news event and as we read the arti-
cle, we become aware of the intended message the author(s) is hoping to
communicate. Although the semantic context is hidden, it is represented
in the words of a document. Topic modelling addresses the retrieval of
semantic context from a text corpus and can be described as a problem
of statistical inference. When given the data (words), the latent seman-
tic context from which it was generated can be inferred [7]. A topic
is defined as a probability distribution over words. In statistical terms,
a topic model is a latent variable model where the latent variables de-
scribe the topics [2]. Figure 2 is an example of two topics. The topics
resulted from a subset of the TREC AP [8] corpus and the top-10 words
(10 words with highest probabilities) are illustrated in the graph with
their respective probabilities indicated on the y-axis. The top-10 words
describe the particular topic. Topic 4 clearly has to do with financial
markets whereas topic 14 deals with a naval event in Saudi Arabia.
The fundamental assumption in topic modelling is that the seman-
tic context of a document is a mixture of topics [7]. A bag-of-words
approach is commonly adopted for topic modelling, which means that
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each document is treated as a collection of words, ignoring the structure
of the document. The output of the bag-of-words approach is a word
x document frequency matrix where cell;; represents the frequency of
word; in document;.

3. Topic Modelling applied on Forensic Data

When applied to text data, topic modelling provides a summary of
the documents by describing the latent topics in the data as illustrated
in Figure 2. This leads to two useful outputs: the first output is a visual
summary of the topics and the second output is a visual representation
of the document space.

3.1 Topic Modelling Process

Figure 3 indicates the process followed in order to apply topic mod-
elling to the analysis of the original forensic data. Each level represents
a data set of a different nature and size. Level 1 in the figure represents
the original forensic data set. Levels 2 to 4 describe the data filtering
process and level 5 involves the data pre-processing step which results
in the word x document input matrix for topic modelling. The topic
modelling results define level 6.

3.2 Data Set

The data set can be described in parallel with the levels in the process
graph:

1 The data used as a text corpus in the experiment was taken from
a real digital investigation (level 1 of figure 3) and includes various
entities (more than 100,000) such as documents, operating system
files, deleted entities, page files, etc.

2 The data set and data type was selected (CRISP-EM tasks 3.1-A:
Select sites/equipment/device and 3.1-B: Select types of data to
be included). All the documents type files (.doc, .txt, .pdf, .html
and .rtf) in the evidence set were extracted using the Forensics
Toolkit from AccessData (FTKTM). This includes only allocated,
or logical type files. The data was extracted from three devices
from one case. This data set of document type files is on level 2 of
figure 3 and contained 12,483 documents.

3 The data set was reduced to documents with natural language
content (CRISP-EM task 3.2-A: Data Reduction). After convert-
ing the documents to text files (CRISP-EM task 3.5-A: Convert
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Figure 3. Topic modelling output and interpretation scheme for forensic data

Data Formats), the data set at level 3 of figure 3 contained 1,661
documents.

4 Removing files such as keystroke log files, software documenta-
tion, multiple versions of the same document and files with no
text (CRISP-EM task 3.2-A: Data Reduction), provided the data
set, of 837 files at level 4 of figure 3.

The rest of this section indicates the further processing done on the data.
This relates to CRISP-EM task 3.3-D: Perform Text Processing.

3.3 Data Pre-processing

As a data pre-processing task, stop words (common words that appear
frequently in text), words occurring only once in the corpus, numbers,
special characters and words with two characters or less were removed
from the data. The data pre-processing was done in the open source
programming language Python. Data pre-processing results in a word
x document matrix and for this case study the matrix size was approx-
imately 11,000 words x 837 documents (depending on stemming or no
stemming included in the pre-processing task). This matrix defines the
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data set of level 5 in figure 3. The word x document matrix is the input
to topic modelling described in the next section.

3.4 Experimental Setup

Early into experimentation it became clear that the forensic data
poses unique challenges to the topic modelling approach, which are dis-
cussed in detail in section 5. One challenge that deserves mentioning
in this section is the use of stemming as a standard data pre-processing
technique. Stemming is a process for reducing derived words to their
stem. For example, ‘wait’ is the stem for ‘waiting’, ‘waits’ and ‘waited’.
The Porter stemming algorithm [15] in the Natural Language Toolkit
for Python was used to perform stemming. Stemming was planned as
a standard pre-processing task, but the stemmed words hampered the
intelligibility and interpretation of topic distributions. We ran two ex-
periments:

1 Apply stemming to words in the pre-processing task,
2 Use inflections and derived versions of words, without stemming.

Figure 4 illustrates the comparison of a topic with and without stem-
ming. It is important to understand the influence that stemming has
on the interpretation of the results: if stemming may hamper an inves-
tigator in grasping the gist of a topic due to not being able to see the
original unstemmed word, then it would be more appropriate to develop
topics without the use of stemming (even though this will increase the
dimensionality of the problem).

A number of topic models exist with different assumptions about the
origin of the distribution over topics [7]. The Latent Dirichlet Alloca-



Topic 4 Topic 7 Topic 17 Topic 5
investigation product name* internet Meeting
act w click company name™
matter dea we action
section chemicals use team
state department?| site page va
terms products operating system* report
public chemical version end
following germany search surname*
pty units file name*
government group document discussion

*Information changed due to sensitive nature of original data

Figure 5. Illustration of topic modelled from forensic data

tion (LDA) model makes the assumption that the set of topics originated
from a Dirichlet distribution. In practice, this results in more reason-
able mixtures of topics in a document, compared to previous approaches
where an explicit model had not been employed [2]. For the purpose of
this experiment, LDA as the topic model was chosen. For simplification,
the number of topics was fixed to 20. In future, the LDA model will be
extended by defining the number of topics as a random variable, which
allows the topic model to infer the natural number of topics inherent in
the text corpus. The M atlab® Topic Modelling Toolbox [6] was used
to perform the LDA topic modelling.

3.5 Results

The output of topic modelling can be represented in two ways, a word
X topic matrix and topic x document matrix, which define the data set
of level 6 in figure 3. These two representations are described below.

s Word X topic matrix: Each column represents a topic as a proba-
bility distribution over words. The top-10 words (words with the
highest probabilities) are a good description of what the topic is
about. Listing the top-10 words of each topic provides a sum-
mary of the document collection. Examples of the topics found
are shown in Figure 5. Topic 17 indicates computer usage and in-
ternet access/searching. Topic 5 indicates company meetings with
the frequent involvement of a specific individual.

m Topic X document matrix: Each column represents a mixture of
topics for a document. The mixture of topics describes the seman-
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Figure 6. Visualisation of documents in 2D map

tic context, or gist of the document [7]. Documents with a similar
mixture (topic distribution) are closely related in terms of seman-
tic context. This ‘relatedness’ of documents can be visualized in
a 2D map: For each document pair, the symmetrised Kullback-
Leibler divergence between topic distributions is calculated. (The
Kullback-Leibler divergence is a measure of difference between two
probability distributions [10].) Classical multidimensional scaling
is used to visualize all pairwise document distances in the 2D map.
Figure 6 illustrates the 2D visualisation of the forensic data doc-
uments where each block represents a document. The graph can
be interpreted as follows: document A (indicated by symbol A in
Figure 6) are closely related to document B in terms of their re-
spective mixture of topics (semantic context). Document A and C
differ significantly in terms of semantic context. For the purpose of
forensic analysis it means that if document A is identified as a rel-
evant document to the case, one would rather focus investigation
efforts on document B than document C. A similar 2D map can be
generated for topics, in which case it will indicate the relatedness
between topics. The implication of such a map for digital forensics
means that if a topic is identified as being relevant to the case,
then neighbouring topics on the 2D map can be prioritised in the
investigation.
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4. Forensic benefit of the results

Topic modelling can assist cyber forensic analysts and investigators
in different ways. Firstly, in a large case, with multiple datasets from
multiple sites, performing topic modeling on natural language data will
provide the analyst/investigator with an overview of the data in terms
of the broad semantic contexts. The benefit of this is a summary of the
natural language data which could assist the investigator in prioritizing
the data to be analysed. Conventional techniques use keyword searches
to identify relevant documents. The document 2D map (Figure 6) can
then be used to identify closely related documents that would typically
not be found from the keywords. This assists in finding other rele-
vant documents and therefore expanding the set of relevant documents.
Words associated with topics can be used to expand existing keyword
sets. Where an existing keyword occurs within the top-10 words defin-
ing a topic, the other words defining that topic can then be included in
the keyword set. This expands the set of keywords based on the actual
characteristics of the forensic data and not prior case knowledge.

5. Lessons Learned

This research has shown that topic modeling can be a valuable compo-
nent for digital analysis, both for the purposes of reducing the quantity
of data that must be reviewed by a human analyst and for suggesting
themes that are prevalent within a set of documents to be analyzed.
Although much research remains to be done on the development and
application of algorithms that perform well in this context, our work
has shown that even off-the-shelf algorithms can function usefully. One
issue that deserves urgent attention is the design of performance met-
rics that reflect the goals of forensic modeling during the development
of topic models. For standard applications of topic models this is a
significant challenge [16], and for this novel application even more so.
Such metrics should reflect the particular requirements of the forensic
environment (e.g. intelligibility to a human analyst, salience of topics
detected); they will serve as a crucial guide for the development of more
sophisticated algorithms.

In addition, several practical matters were found to be important during
our investigation. These include the following:

=  Many documents are represented by a variety of versions within the
extracted set. Treating these versions as independent documents
skews the topics extracted and increases the computational com-
plexity of the modeling problem unnecessarily; on the other hand,
detecting different versions is a computational challenge (for exam-
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ple, one version may contain only a portion of another; hence, the
percentage overlap may be low). It is also a non-trivial challenge
to merge the different versions without risking the loss of relevant
information.

»  Named entities (person names, locations and organizations) are im-
portant in digital investigations and have high evidence potential.
It needs to be treated with some care. We recommend that named
entities be recognized (using an algorithm such as that described
by Louis et al. [9]) and removed from documents temporarily (to
exclude them from data pre-processing tasks such as stemming and
removal of stop words). Once the pre-processing is complete, they
can be returned to the document as concepts and not as individual
words. Newman et al. [13] combined topic models and named en-
tity recognizers to jointly analyse named entities and topics. This
way topics relate entities to one another which provides a wealth
of information on people, organisations and location mentioned in
the text corpus.

®»  In many cases, documents from several languages may be present
in the same corpus. Documents from different languages should
be treated separately from one another, for several reasons (in-
vestigators may be proficient in only a subset of the languages,
data pre-processing tasks such as stemming and spell checking are
language dependent, current techniques are not suitable for topic
modeling across languages, etc.) It is therefore advisable to sepa-
rate documents using an automatic system such as that developed
by Botha et al. [3].

m Stemming successfully reduces the number of parameters in the
corpus and consolidates semantically related words; it also in-
creases the number of occurrences of individual words in the cor-
pus, which leads to better modeling. However, as mentioned in
section 3.4, the use of stemming for forensic data may hamper the
understanding of topic distributions; it may therefore be advisable
to revert to the original words when presenting the topics to an
investigator.

= ‘Known files’ include help files of purchased software, license agree-
ments, etc. They need to be removed from the corpus before analy-
sis, to reduce the amount of spurious data presented to the analyst.
Fortunately, this can be done efficiently (e.g. through the use of
hash values for lists of ‘known’ documents such as ‘readme.txt’ files
of known programs).
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m  Spelling mistakes add parameters to the model and result in in-
correct word statistics - the count of one word is split into more
than one spelling variant. However, it is difficult to automate spell-
checking reliably in an informal context: important neologisms and
jargon related to the investigation could be transcribed wrongly.
It is probably preferable to have a low precision rather than to
wrongly correct spelling mistakes, but this matter deserves further
investigation.

m It is standard practice in topic modeling to remove words occur-
ring only once in the corpus. This usually leads to the removal of
approximately 5% of the vocabulary in the corpus. When this was
done for the forensics data set, approximately 50% of the vocab-
ulary was removed, suggesting that much useful information may
be discarded in the process. A more inventive way of dealing with
unique occurrences is therefore likely to be useful in this context.

m Text corpora used for topic modeling are typically homogeneous
(e.g. mnews articles, conference proceedings or book chapters).
Forensic data, on the other hand, are generally a mixture of doc-
uments, reports, letters, email bodies and faxes. It may therefore
be beneficial to modify topic modeling approaches to cope with
such inhomogeneous data more successfully (e.g. to avoid the bias
towards longer documents that is inherent in the statistics used by
current approaches).

6. Future Work

This article reports on one case study of topic modelling applied to

forensic data very early into an ongoing investigation. No evidence has
been discovered on this investigation as yet. Future work includes re-
porting on the benefits of including topic modelling as a digital analysis
technique in the ongoing investigation. More studies are needed on dif-
ferent case types, crimes and evidence sets in order to validate the lessons
learned and possibly expanding the list. Topic model algorithms can be
expanded to take into account evolution of topics and the temporal com-
ponent of the data [12]. Such topic models captures how the structure
of the data changes over time [18] which could indicate the rise and fall
in prominence of topics over time.
One useful characteristic of forensic data is the abundance of metadata.
Metadata could be use to add the temporal component as well as other
information (e.g. author indication, machine origin, external links, etc.)
to KDD techniques in order to generate more informative results.
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